Outbreak Detection Comparisons
of Major Email Threats

& SecurityPlus

October 2007
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Time AV-Test.Org ID Alias Names / MD5 ID*
. Y ] Trojan.Spy-13383 10/1/2007
10507 | 2007-10-05_21-07.0005 |, o hachoa aofotdosesbie | 1200
. 40 ! Trojan-PSW.Win32.Magania.ajt | 10/1/2007
127:40 | 2007-10-06_21-06_0003 | 7o e ofsescpiorbaactadsetacss | 1326
. 40 ! Trojan-PSW.Win32.Magania.akl | 10/1/2007
146:46 | 2007-10-07_21-07.0001 | % 7ecy 1 -esaaradporrsasoadodssad | 1828
. 40 ! Packed.Win32.NSAnti.r 10/2/2007
161:50 | 2007-10-08_21-07.0001 | - ot 7e0epotstozribTedodcrare | BT
. 40 ! Trojan.Dropper-2667 10/5/2007
108:38 | 2007-10-09_21-04.0006 | ..\ tectaceradodrosaecicacsedrr | 826
. 41 : Adware.Casino-17 10/6/2007
84026 | 2007-11-10_10-10.0002 | oo, 0 7 scadboosaraoorsasnasiodes || Oidd
) e ! Trojan.Downloader-14300 | 10/9/2007
3947 | 2007-10-10_21-04.0003 |\ > sa7sseroshrabazectoanssots | ST
: 40 . Trojan-Downloader.Win32.Banload | 10/14/2007
334:20 | 2007-10-28 2209 0002 |y /e eaadasnsadebaToseabr74d | 2349
. Y ] Trojan.Downloader-14439  |10/19/2007 . . . . . ; : ;
117:03 | 2007-10-23_21-07_0002 $38650n36/b690359065005200615514 0:04 95:34 4:27 16:11 29:56 10:21 5:46 17:13 75:44
. oy ! Email-Worm.Win32.Warezov.sn [10/20/2007 . .
113:48 | 2007-10-24_21-08_0001 | = tceresnicapapsssasssabadod 3:20 BRI e
. Ty B Trojan.Small-4181 10/22/2007| .. . . : . . ; ;
111:34 | 2007-10-26_21-12_0005 1073b62580704a026 4430086727307 5:38 6:37 25:49 9:20 4:00 13:39 2:25 11:35 23:32
. Ty g Trojan.Win32.Pakes.aoe  [10/26/2007| ! . . ! . ; ;
113:41 | 2007-10-30_22-11_0014 010059946603 1308617e7ch 179 1 ac8 430 5:28 7:36 2:18 86:10 17:45 12:13 16:18 71:09
. e y Trojan.Win32.Pakes.bmo  |10/30/2007| . . . : . .
136:08 | 2007-11-04_23-08_0004 b splpkbipepliaiii 7:00 17:58 22:51 4:18 6:51 11:13 20:52

Report Time is the time delay in hours and minutes between when SecurityPlus detected the outbreak and the creation of the AV-Test.org report for each

threat.

Zero Hour Detection. The SecurityPlus column shows the date and time when SecurityPlus detected the outbreak.

Blocked some of the attack. Time listed is the hours and minutes between when SecurityPlus detected the outbreak and

detection time of other products as reported by AV-Test.org. SecurityPlus is not included in AV-Test.org reports.

No detection during the reporting period.

Trusted Messaging Solutions

Data provided by Commtouch

Alt-N Technologies, Ltd. = 2550 SW Grapevine Parkway, Suite 150 = Grapevine, TX 76051
U.S. Toll Free: 866-601-ALTN (2586) = International: 817-601-3222 = Fax: 817-601-3223
www.altn.com

*Outbreaks identified represent a small sample of the total threats generated during the month.



